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Who we are DIBEE
Sourcell Xu DBAPP Security

e |oT security researcher

 f0O-000/bluescan
* Discovered of the BlueRepli
e sourcell.xu@dbappsecurity.com.cn

Xin Xin

 Hardware hacker
 Make the BlueRepli a convenient hardware tool HatLab u@DS—HatLab

e xin.xin@dbappsecurity.com.cn (Hack Any Thing)
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Chaotic Scenes of Privacy

CCTV News V 5 attention MM

6H8H 10:48 from the microblogging cloud cut

[#APP frequently self-starts accessing files 25,000 times#] Recently, Xiao Liu,

« Access phone files
25,000 times in 10 minutes.

a college student, upgraded his mobile phone system, but found that many
APPs frequently self-start and read information. One of the teaching software
"You Academy” accessed mobile phone files nearly 25,000 times in ten minutes;
the office software "TIM" tried to start nearly 7000 times and read the address

book in one hour... Some people said, # Chat mentioned The product was ’ Self-startlng 7000 times
quickly recommended by shopping software# . Have you ever met? Look at the and read the phone book
survey| 1 CCTV News Weibo video In one hour.
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Could it be Worse?

No malicious
or rogue apps

installed PBAP (Phone Book Access Profile)

[ Android system Bluetooth
“‘T...
é . ‘e
[ Mobile Network ] NEC MAP (Message Access Profile)

#BHUSA @BLACKHATEVENTS
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What’s Bluetooth Profile?

Bluetooth Profiles [ PSE (Phonebook Server Equipment) ]

I PBAP

Bluetooth Protocol Layers

I MAP

[ MSE (Message Server Equipment) ]

#BHUSA @BLACKHATEVENTS
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Previous Research: BadBluetooth
) Choean

Android

a Phone

S,  Bluetooth
m App (onthe phone)

Detect phone status

E g
Find suitable E . . . SR
attack time i * Require a _maI|C|ous app W|t_h _Bluetooth Permission
: : : has been installed on the victim’s Android phone.
L____Requestpar _ ___ >
_______________ i

Inform peripheral

e Ry EESEEERES

Change profiles

to mallicic-us i
Perform connect h * PBPA and MAP require the Bluetooth device to be
| Connect Connect i initiator and the phone to be the acceptor, which is
,H L atnchattacks h opposite to the attack flow. This make the attack less
! ! g stealthy.
I[Jha:::nt_]»e-I profiles Dest r(..‘-yr the i
to normal evidence E
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What can BlueRepli do?

for almost all Android phones for a well-known manufacture
(may be affected 100 million devices)

 Only one interaction with the victim .
Only one interactio th the vict » Totally Stealthily

- The attacker can make this atack =
Interaction very deceptive. G D
<

[¢]

attack

p— contacts, call logs, short messages

9 deceived I\ or
| fake short

[5) attack = message
contacts, call logs, short messages I g I
5 all B
ol

victim 1 victim 2

<
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Two Dialog Boxes During Access to PBAP and MAP

1222 G 3 & @ 1238 MG A @

Pair with BlueRepli?

Phone book access request

BlueRepli wants to access your
contacts and call history. Give

access to BlueRepl? Profile Access Request

Bluetooth pairing code

Pairing Request 750554

D Allow access to your contacts and call

history No

Cancel Pair

How to bypass? How to bypass?

#BHUSA @BLACKHATEVENTS
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Why does the Pairing Request pop up?

1222 G 3 B 9 e

Connect

> - —
No valid link key
Pair with BlueRepli? D < >
Bluetooth pairing code SeCure Slmple Palrlng ﬂ
756584
D ﬁillsc;g/r;ccess to your contacts and call Shared
NeW Iink key ------------------------------------------------- NeW Iink key

wy T e

* Future authentication

 Traffic encryption #BHUSA QBLACKHATEVENTS
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The default 10 capabilities of AOSP is DisplayYesNo

Initiator
Display Keyboard Nolnput Keyboard
Responder DisplayOnly || YesNo Only NoOQutput Display
- Passkey Passkey
. Entry: . Entry:
Displ Just Works Just Works responder Just Works responder
ispla . : tat . : tt
o |p y Unauthenti- | Unauthenti- | diSPlays, ini- | ynathenti- | displays, ini-
nly cated cated ® tiator inputs cated * tiator inputs
Authenti- Authenti-
- cated - cated
2 A 4
. Passkey
Just Works Sl
. LE Legacy
I:FI'JF LE Pairi '
Legacy airing):
Pairing) responder
? _ Passkey displays, ini-
Unauthenti- | Entry: tiator inputs
Just Works | cated: responder Just Works -
Display _ . i - _ Aut
YesNo b Unaethentis = «jesssss e e e sl USRIAYS. JOID] nauthenti- ed
6&;:.:1 \ 4 tiator inputs
0... Numen‘g Authenti- Numen‘g
. Comparison | oiad Comparison
*s., | (ForLE (For LE
‘4] Secure Con- Secure Con-
nections) nections)
Authenti- Authenti-
cated cated

1222 G 3 @ @

Pair with BlueRepli?

Bluetooth pairing code

756584

OJ Allow access to your contacts and call
history

Cancel Pair

#BHUSA

@BLACKHATEVENTS
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Wireshark - Packet 1541 - btsnoop_hci-6-digit-numeric-comparison.log

Wireshark - Packet 278 - 11-22-33-44-55-66-NolnputNoOutput-b...

Frame 1541: 13 bytes on wire (184 bits), 13 bytes captured (184 bits)

Frame 278: 12 bytes on wire (96 bits), 12 bytes captured (96 bits)
Bluetooth

Bluetooth
Bluetooth HCI H4
v Bluetooth HCI Event - IO Capability Response
Event Code: IO Capability Response (@x32)
Parameter Total Length: 9
BD ADDR: 11:22:33:44:55:66 (11:22:35:44:558 ; 1223344055, s 2235544,
TR amE e _ e e e
00B Data Present: 00B Authentication Qﬁta Mot Present (@) ‘UWDE Data Present: 00B Authentication Data Not Present (@)
ﬁythenticatinn Requirements: MITM Protection Mot Required - No Bg
.

Bluetooth HCI H4
¥ Bluetooth HCI Command - IO Capability Request Reply

Command Opcode: IO Capability Request Reply (8x842b)
Parameter Total Length: 9

Authentication Requirements: MITM Prot&cticn Required - Dedicated Bond..
[Response in frame: 1542] 2

< . >
[Command-Response Delta: 8.512ms] : =
. BBBG ©4 52 @9 66 55 44 33 22 11 [F 80 @0 2-fupz” -
\d *
aEEa @l 2b 84 A9 BB 55 44 33 22 11 m Ba 83 - +--fUDz ™ I *s
“ “‘
ks .
S < ’ >
. iJ
“‘ Byta 8= 10 C&aaﬁﬁhffbﬂﬁf’g‘ew.v eapabiins)
. .
% Close Help \‘ Close Help
“
.
.
.

X@x

$ -C NoInputNoOutput -d
Agent registered

Default agent requested

#BHUSA @BLACKHATEVENTS
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= 277

@ “al & & O3RN [B0)4:42 @ “all = e & O3RN [@9)4:51

X@X v K/s
[iNFOj,;S Q . CJ:G O\ 3:44:55:66 -n _ Connecting... Q 58:F7

[INFO] L 4y:55:66
Agent re 4 4:46 PM

Default New Nweaia eaitor, Better GIFs, an...

Agent re
[bluetoc
[bluetoc
[bluetoc
[WARNINC using current
[CLEAN ¢

Fetching
Phone book access request

WeChat Jvants to access your
contacts and call history. Give
access to WeChat ?

Start chatting or. Skype

Phone book access request Acg¢ess messages

Skype wvants to access voiir contacts and call Telegramjwants permission to retrieve, insert,
send,

nistory. Give access tc Skype!’ and delete SMS messages. Allow?

CANCEL #BHUSA @BLACKHATEVENTS
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Side Effect of the Just Works Model

NolnputNoOutput i 2

f* if just_works and bon

Temporary Bond

Mz bit is not set treat this A5 temporary */
1t (p_ssp_ctm_req-3just_works| &&

» (check_cod( (RawAddress*)&p_ssp_ghfm_req->bd_addr, COD_HID_POINTING)))
pairing_cb.bond_type = [BOND_TYPE_TEMPORARY ;|
else
pairing_cb.bond_type = BOND_TYPE_PERSISTENT;

#BHUSA @BLACKHATEVENTS
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Why does the Profile Access Request pop up?

509 M[]®

Message access request

BlueRepli wants to access your
messages. Give access to BlueRepli?

No Yes

blueline:/data/user_de/8/com.android.bluetooth/shared_prefs # cat message_access_permission.xml
<?xml version='1.0' encoding='utf-8' standalone='yes' ?=>

<map />

int getMessageAccessPRrmission(BluetoothDevice device) {
enforceCalling0rSelNermission(BLUETOOTH_PERM, "Need BLUETOOTH permission");
SharedPreferences preN= getSharedPreferences (MESSAGE_ACCESS_PERMISSION_PREFERENCE_FILE,
Context.MODE_PRNATE) ;
if (lpref.contains(device.¥etAddress())) 1
return BluetoothDevice.ANCESS_UNKNOWN ;

[

retu ref. getBDDleall (device.getAddress() I false) 7 BluetoothDevice.ACCESS_ALLOWED
BluetoothDevi ceACCESS_REJECTED;I

#BHUSA @BLACKHATEVENTS
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Message access request

BlueRepli wants to access your
messages. Give access to BlueRepli?

blueline:/data/user_de/0/com.android.bluetooth/shared_prefs # cat message_access_permission.xml
<?xml version='1.0"' encoding='utf-8' standalone='yes' ?>

<map>
<boolean name::' :65:C4:30" value="true" />

</map>

int getMessageAccessPermissiyn(BluetoothDevice device) {
enforceCallingOrSelfPermiAsion(BLUETOOTH_PERM, "Need BLUNTOOTH permission");
SharedPreferences pref = gatSharedPreferences (MESSAGE_ACCENS_PERMISSION_PREFEREMCE_FILE,
Context.MODE_PRIVATH ;
if (!pref.contains(device.getddress())) {

£ 5L

return BluetoothDevice.ACCRSS_UNKNOWN ;

1
J

return pref.getBDDleankdevﬁce.getﬂddFESS()I false) ?IEluetoothDevﬁce.ACCESS_ALLDWEDI
BluetoothDevice.ACCESS_REJECTED;

[

#BHUSA @BLACKHATEVENTS
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Bypass the Profile Access Request Dialog Box

int

int

getPhonebookAccessPermission(BluetoothDevice device) |

enforceCalling0rSelfPermission(BLUETOOTH_PERM, "Need BLUETOOTH permission');

SharedPreferences pref = getSharedPreferences (PHONEBOOK_ACCESS_PERMISSION_PREFERENCE_FILE,
Context.MODE_PRIVATE) ;

it (lpref.contains(device.gethAddress())) {

P

return BluetoothDevice.ACCESS_UNKNOWN ;
} PBAP

return pref.getBooleankdevice.getAddress(}I false) 7 BluetoothDevice.ACCESS_ALLOWED

EluetDDthDevice.ACCESS_RﬁgECTED; X(@X
$ -1 hci@ -a 22:22:22:22:22:22
A Manufacturer: Cambridge Silicon Radio (10)

Address dependent? Device address: 11:11:11:11:11:11

22:22:22:22:22:22

getMessageAccessPermiSsion(EluetaothDevice‘ﬁ%vice} 1

enforceCallﬁngOrSelfPermiSSﬁon(BLUETDDTH_PERM, "Need BLUETOOTH permission”);

SharedPreferences pref = getSharedPrefepéhces(MESSAGE_ACCESS_PERMISSIUN_PRE
Context.MODE_PRIVATE); i’

L4

if (lpref.contaﬁns{devﬁce.getAddresaﬁﬁW\ 1
L4

AL

return BluetoothDevice.ACCESSjﬁNKNDWN;
} MAP
return pref.getBooleanIdevice.getAddress()I false) 7 BluetoothDevice.ACCESS_ALLOWED
: BluetoothDevice.ACCESS_REJECTED;

#BHUSA @BLACKHATEVENTS
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Side Effect of the Just

/*x if just_works and bonding bit is

if Ip_ssp_cfm_req—>just_works k&

'(p_ssp_cfm_r&g->loc_auth_req &

(p_ssp_cfm_req
! (check_cod( (RawA

rmt_auth_req &

ess*)&p_ssp_

not set treat this as temporary

BTM_AUTH_BONDS) &&
BTM_AUTH_BONDS) &&
cfm_req->bd_addr, COD_HID_POINT

BOND_TYPE_T

Ipairing_cb.bond_type

EMPORARY ; |

else

pairing_cb.bond_type
bt_status_t ret;

BTIF_TRACE_DEBUG("%s:

__func

ND_TYPE_P

ERSISTENT;

toring link key. key_type=0x%x, bond_typ
, p_auth_cmpl->key_type, pairing_cb.bo

ret = btif_storage_add_boYded_device(&bd_addr, p_auth_cmpl->key

ASSERTC(ret == BT_STATUS_SUCCEgS, "storing link key failed", ret):

} else {
BTIF_TRACE_DEBUG(

"%s: Temporary key. Not storin

_type,

__func__, p_auth_cmpl->key

p_auth_cmpl->key_type,

pairing_cb.pin_code_len);

airing_cb.bond_type);

if (pairing_cb.bond_type =4 BOND_TYPE_TEMPORARY } {

BTIF_TRACE_DEBUG("%s: sending BT_BQND_STATE_NONE for Temp pairing",

__func__);

Works Model

com.android.bluetooth

if (newState == BluetoothDeVice.BOND_NONE)I{

mAdapterService.setPhonebookAccessPermission(dev,
BluetoothDevice.ACCESS_UNKNOWN) ;

mAdapterService.setMessageAccessPermission(dev,
BluetoothDevice.ACCESS_UNKNOWN) ;

mAdapterService.setSimAccessPermission(dev,
BluetoothDevice.ACCESS_UNKNOWN) ;

// Set the profile Priorities to undefined

clearProfilePriority(dev);

key_type=0x%x, bond_type=%d",

btif_storage_remove_bonded_device bdiaddr);
I bond_state_changed (BT_STATUS_SUCCESS, bd_addr, BT_BOND_STATE_NONE):

return;

NolnputNoOutput Just Works

PBAP and MAP access
permission cleared

Temporary Bond

#BHUSA @BLACKHATEVENTS
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Forge CoD to prevent passing BT BOND STATE NONE

RawAddress bd_addr = p_auth_cmpl->bd_addr:

it ((p_auth_cmpl->success) && (p_auth_cmpl->key_present)) o X@x .
if ((p_auth_cmpl->key_type < HCI_LKEY_TYPE_DEBUG_COMB) $ hcl@ class 0x0580
(p_auth_cmpl-:key_type == HCI_LKEY_TYPE_AUTH_COME)
(p_avth_cmpl->key_type == HCI_LKEY_TYPE_CHAMGED_COMB) || }ﬂﬁx
(p_auth_cmpl->key_type == HCI_LKEY TYPE_AUTH COMB_P_258) || $ hci® class

hci®: Type: Primary Bus: USB
BD Address: 22:22:22:22:22:22 ACL MTU: 310:10 SCO MTU: 64:8

BTIF_TRACE DEBUG("%s: Storing link keys RN type=0x%x, bond_type=%d", =
- - - s " < : -y : Class: O0x000580

pairing cb.bond type ==|BOND TYPE PERSISTENT)
.

bt_status_t ret;

__func__, p_auth_cmpl—?ﬁey_t ne, pairing_ch.bond_type) Sarvice Classes . Unspecified
ret = I::t"l'F_stc:-rage_add_bonded_device-::&bd:gddr, p_amsgh_cmpl-:key, ervice Liasses: nspeciiiec

Device Class: Peripheral, Pointing device

p_aufhrcmpl—>key_ oe,

pairiné%cbipin_code_l-

ASSERTC(ret == BT_STATUS_SUCCESS, "storing 1Tk key failed", reWQ
IHIEISe I ‘;
BTIF_TRACE_DEBUG( ‘;
"%z: Temporary key. Not storing. key_type:@xﬁgs bond_type=%d",

__fune__, p_auth_cmpl->key_type, pairing_cb.bofd Jype);
it (pairing_cb.bond_type == BOND_TYPE_TEMPORARY) .
BTIF_TRACE_DEBUG("%s: sending BT_BOND_STATE_NONE

¥, Temp pairing",
.

__Tfunc__): .
btif_storage_remove_bonded_device(&bd_addr): < pairing_cb.bdd_type = BOND_TYPE_TEMPORARY;
bond_state_changed (BT_STATUS_SUCCESS, bd_addr, BT_BOND_STATE_MNONE) ; else
return; pairing_ch.bond_type BDND_TYPE_PERSISTENT;I

et

#BHUSA @BLACKHATEVENTS
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Persistent Bond Cause Just Works not to be automatically accepted

f* if just_works and bonding bit s not set treat this as temporary =/
it (p_ssp_ctm_req->just_works &&
p_ssp_ctm_req->loc_auth_req & BTM_AUTH_BONDS) &&
p_ssp_ctm_req->rmt_auth_req & BTM_AUTH_BONDS) &&
! (check_cod( (RawAddress*)&p_ssp_cfm_req->bd_addr, COD_HID_POINTING)))
pairing_cb.bond_type = BOND_TYPE_TEMPORARY
else
pairing_cb.bond_type =|BOND_TYPE_PERSISTENT;|

*

[*# If JustWorks auto-accept #*/ .
if (p_ssp_cfm_req->just_works) { o

/* Pairing consent for JustWorks NOT needed i?a’
* 1. Incoming temporary pairing is detected %%

*
*

x/ 4
if (is_incoming && pairing_cbh.bond_type ZZIBDND_TYPE_TEMPGEﬁR?j {
BTIF_TRACE_EVENT(

"%s: Auto-accept JustWorks pairing for tgMporary incoming", __func__):
btif_dm_asp_reply{&bd_addrI BT_SSP_VARIANT_COMNSENT, true, Ej]
return;

bt

#BHUSA @BLACKHATEVENTS
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The method for
bypassing Pairing
Request
(Temporary Bond)

The method for bypassing
Profile Access Request
(Forge Address and CoD)

#BHUSA @BLACKHATEVENTS
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Turnaround (=) -

Dol ddmam s ladd adde = i Al mmemT N laA —

-user number X & Q

Q Al [E) News [u) Images [»] Videos ) Shopping : More Settings  Tools

About 65,900,000 results (0.53 seconds) .

100 million users

I (i cially announced that

}
} #BHUSA @BLACKHATEVENTS
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This is the whole picture of BlueRepli

for almost all Android phones for a well-known manufacture
(may be affected 100 million devices)

 One interaction with the victim .
« Totally Stealthily

- The attacker can make this atack =
Interaction very deceptive. G D
<

[¢]

attack X _ contacts, call logs, short messages

9 deceived I\ or
] fake short
< [5) attack = message =
contacts, call logs, short messages D g D
o al S

ol

victim 1 victim 2

#BHUSA @BLACKHATEVENTS
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W
AA

: -m bluerepli -a A0:28:ED:65:C4:30 -n BlueRepli --send-msg "I'm BlueRpeli" 18 _, :47:A8:D5
[INFO] Select hciO
[INFO] Local BD_ADDR is already A@:28:ED:65:C4:30

Agent registered

Default agent requested

Agent registered

[bluetooth]# select AD:28:ED:65:C4:30

[bl h]# system-alias BlueRepli

[bluetooth]# exit

[WARNING] No camouflage class specified, using current class b"\x0c\x00\x00'

Command Line Tool

Hardware Tool

#BHUSA @BLACKHATEVENTS



blgc’zk hat

LSA 2020

No battery support.
integration, jumper v
Il is not a good idea f
> too slow for higher i
just want a challenge.

HDRI

Linux Python Bluetooth

#BHUSA @BLACKHATEVENTS



bibekhat g s

LSA 2020 .

Choose the solutio
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diff --git
index af7a GtkTerm - /dev/ttyUSB0O 115200-8-N-1
----a/boatr
+++ bsboar] File Edit Log Configuration Controlsignals View Help
@@ -40,6 A
#include
#include
#include
+#include

rt found
[ 2.327054] dwmac-sun8i 1c30000.ethernet eth@: No MAC Management Counte
rs available
[ 2.334737] dwmac-sun8i 1c30000.ethernet eth®: PTP not supported by HW
» |1 2.341301] dwmac-sun8i 1c30000.ethernet eth®: configuring for phy/mii
#iT defirn, . )
/* so thd L1NK mode
@@ -924,3|2
5
|
|

Starting telnetd: 0K
returfSt

arting uMTPrd: [ 2.443461] file system registered
2.514653] read descriptors
2.517579] read strings

3
#endif
.
s#itder cdOK B _ _
+static s§Starting App: [ 3.538064] input: T5C2007 Touchscreen as /devices/platfo
+ rm/soc/1lc2ac00.i2c/i2c-0/0-0048/input/inputl
0K
Pl 3.607197] urandom read: 4 callbacks suppressed
dl 3.607209] random: hatbox: uninitialized urandom read (4096 bytes read
)

“lbuildroot login: [ 3.923081] configfs-gadget gadget: high-speed config
d#1: C

qI 5.770062] Bluetooth: hci®: BCM43430A1 (001.002.009) build 0106

root

# [ 31.849317] vcc3vld: disabling

[ 31.852317] vcchvO: disabling

+ + + + + + + F + + F

Buildroot & U-Boot & Linux

Jdev/ttyUSBO 115200-8-N-1 DTR RTS

#BHUSA @BLACKHATEVENTS
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draw_cont_attack(1lv _t *parent)

t style_btn_info_rel;
1lv_style copy(“ tyle_btn_info_rel, &lv_style_plain);
style _btn_info_rel.body.border.part = LV_BORDER_FULL;

style_btn_info_rel.body.border.color.full = OxFFBOOEEO;

style_btn_info 1.body.border.width = 1;
style_btn_info_re e e =

lv_style_copy{ubt
style_btn_info_pr
style_btn_info_pr

obj_t *label_t

la lf%et text |

obj _tar
lv _0obj %et _event_d
1v_btn_set_style(l
1v _btn_set style(k

1v _btn_set layout |
1 t *label t

lv label set text|(
1v_obj_align(labe
label target_info
1v_label set_text |
1v_obj_align(labe

obj_t *label t
lv_label_set_text

1v_obj_align(label_ tdrget 1nfo name, label_ tarqet 1nfo ddd
label target_info_name_value = lv_label create(btn_target,

)i
INFO_ADDR);
FT,-0,-8);

ARGET_INFO_ADDR_VALUE);
LV_ALIGN_OUT_RIGHT_MID, ©, 0);

ik

H - INFO_NAME) ;
LV_ALIGN_OUT_BOTTOM_LEFT, 0, 0);

1v_label_set_text(label_target_info_name_value, I18N_BLUSPY_LABEL_TARGET_INFO_NAME_VALUE);

1v_obj_align(label_target_info_name_value, label target_info_name,

1v_cont_set_fit2(btn_target, LV_FIT_FILL, LV_FIT_TIGHT);

LV_ALIGN_OUT_RIGHT_MID, @, 0);

X - TFT Simulator

2020-07-06 00:00:37

il BlueRepli+

=

Launch History

Choose target

Address: Choose...
Name: Choose...

Config local

Address: A0:C5:89:A1:E3:42
Display Name: Choose...

()

Payload

Send SMS

Launch

Fetch PBook Fetch SMS

#BHUSA @BLACKHATEVENTS
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The video demo
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More security issues in the Bluetooth Profiles

GAVDP
AVRCP DIP GAP HFP MESH PBAP SYNCH ESDP
BIP DUN GATT HID MAP PXP SyncML VCP

BPP FAX GOEP HSP OBEX SPP VDP TAP

#BHUSA @BLACKHATEVENTS
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Thank you!

Any questions?

sourcell.xu@dbappsecurity.com.cn Xin.xin@dbappsecurity.com.cn

#BHUSA @BLACKHATEVENTS
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