&), ETDA & ThaiCERT

Nnse) a member of ETDA

Living off the Land:
An APT case study

Setthawhut Saennam
Security Engineer at ETDA/ThalCERT

APNIC 48 / FIRST Technical Colloquium
Chiang Mai, Thailand

September 11, 2019




Any views or opinions presented in this
presentation are solely those of the
author and do not necessarily represent
those of the employer.



About Me

| have worked at ETDA/ThalCERT for >8 years
* Incident response
* Digital forensics
« Malware analysis

« Cyber threat intelligence
» Technical writer and public speaker

E-mail: setthawhut@etda.or.th



mailto:Setthawhut@etda.or.th

Topics

* Overview of the living off the land attacks
» Detection, analysis, and challenges

« Case study

« Mitigations

* Q&A




What is Living off the Land (LOL)?

A post-exploitation technique that abuses legitimate built-in
executables to perform unexpected activities.

* The concept of "Living off the Land" (LOL) was introduced by
Christopher Campbell and Matt Graeber at Derbycon 3.0 (2013)
* Focuses only on Microsoft signed files (preinstalled or downloadable)

 Benefits of using LOL.:
« Evade detection
 Avoid writing to disk
« Bypass security mechanisms



LOLBIns & LOLBAS

* The term "LOLBIns" was introduced by Oddvar Moe, presented

in 2018.
« LOLBIns = Living off the Land Binaries

* First they focuses only on LOL binaries but after that they found
some scripts and libraries that would be useful too.

* Now the project is called LOLBAS - Living Off The Land Binaries and
Scripts (and also Libraries)

 Website: https://lolbas-project.github.io/
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LOLBIns & LOLBAS (con.)

Living Off The Land Binaries and Scripts (and also Download
L i b ra riES) Download and save 7zip to disk in the current folder.

Usecase:Download file from Internet

Privileges required:User

0S:Windows vista, Windows 7, Windows 8, Windows 8.1, Windows 10
Mitre:

Download and save 7zip to disk in the current folder.
More info on the project? Click logo
Want to contribute? Go here for instructions:

Usecase:Download file from Internet

Privileges required:User

0S:Windows vista, Windows 7, Windows 8, Windows 8.1, Windows 10
Mitre:

Search among 101 binaries by name (e.g., 'MSBuild") or by function (e.g., fexecute’) or by type (e.g., '#Script’)

Binary Functions Type

Binaries Alternate data streams

Download and save a PS1 file to an Alternate Data Stream (ADS).

Usecase:Download file from Internet and save it in an NTFS Alternate Data Stream
Privileges required:User

Binaries 0S:Windows vista, Windows 7, Windows 8, Windows 8.1, Windows 10
Mitre:

Binaries

Binaries




Comparing LOL functions and MITRE ATT&CK

Execute/AWL Bypass

Download/Copy
Encode

Decode

Compile

Credentials

Dump

UAC bypass
Alternate data stream

Signed binary proxy execution (T1218)
Signed script proxy execution (T1216)

Remote File Copy (T1105)

Obfuscated Files or Information (T1027)
Deobfuscate/Decode Files or Information (T1140)
Trusted Developer Utilities (T1127)

Valid Accounts (T1078)

Credential Dumping (T1003)

Bypass User Account Control (T1088)

NTFS File Attributes (T1096)




Example of LOLBAS attacks

 Using certutil.exe to encode/decode files
 Using csc.exe to compile C# code

 Using forfile.exe to execute file

« Using hh.exe to download or execute files
« Using netsh.exe to capture packet
 Using print.exe to remote copy file




Detecting LOL attacks

Analyze process execution logs to find
anomaly activities (e.g. suspicious
execution commands)

1. Running processes

2. Process execution event log

3. System resource usage monitor
4. Disk timeline analysis




Method 1: Running Processes

« Conduct a memory dump and analyze process details.

* [n case of a live triage/analysis, Windows Task Manager can
shows Executable Path and Command Line.

« Use WMIC and tasklist to obtain processes information.

e Cautions:

« Memory analysis only show processes that are running after the latest
system boot time.

« Difficult to track the timeline of process execution.
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ethod 1: Running Processes (con.)

2 Task Manager
File Options View

Processes Performance App history Startup Users Details Services

Apps (5)
C Google Chrome (15)
E\ Microsoft PowerPoint (32 bit) POWERPNT.EXE "C\Program Files (x86)\Microsoft Office\Root\Office1
| Notepad notepad.exe "CAWINDOWS\system32\NOTEPAD.EXE"
Task Manager Taskmgr.exe "CAWINDOWS\system32\taskmgr.exe" /4

1+ Windows Explorer explorer.exe CAWINDOWS\Explorer.EXE

Background processes (74)

@) 64-bit Synaptics Pointing Enhan... SynTPEnhService.exe "C\Program Files\Synaptics\SynTP\SynTPEnhService.e
™) Adobe Acrobat Update Service ... armsvc.exe "C\Program Files (x86)\Common Files\Adobe\ARM\1
[®] Application Frame Host ApplicationFrameHost.exe CAWINDOWS\system32\ApplicationFrameHost.exe -
. Bang & Olufsen SmartAudio3.exe "C\Program Files\Conexant\SA3\HP-NB-AIO\SmartAl

[#5 COM Surrogate dllhost.exe CA\WINDOWS\system32\DIIHost.exe /Processid:{973D

‘7 COM Surrogate dlihost.exe CA\WINDOWS\system32\DIIHost.exe /Processid:{3EB3
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Method 2: Process creation log

* Process creation will be stored in the Windows event log
* Windows 2000/XP/Server 2003 -> Event log ID 592

* Vista/Server 2008 -> Event log ID 4688
 Windows 8.1/Server 2012 R2 and newer will stored Process Command Line

 Cautions:
 Default configuration is logging only processes that started at boot
time.
* To log every process that is created, "Audit Process Creation" must be
enabled in the Group Policy.

13



Method 2: Process creation log (con.)

14

A new process has been created.

Creator Subject:
Security 1D:
nt Name:

Target Subject:
Security 1D
unt Name:

i

Log Mame:

Source:

Event ID:

More Information:

Copy

ecurity auditing.

MULL 51D

Audit Success

Close




Method 3: SRUM

* Windows 8/Server 2010 have a feature named System
Resource Usage Monitor (SRUM).
* It Is logging a timeline for every system resource usage.

e The SRUM database is stored in %SYSTEM%\sru\srudb.dat

» Atool named “srum-dump” can parse the SRUM database to an Excel
file.

e Caution:

« SRUM only logs process names and usage time but no information
about Command Line or how it was executed.
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Method 3: SRUM (con.)

H o

File Home  Inset  Pagelayout  Formulas  Data  Review  View Help () Tell mewhat you want to do 5, Share

SRUDB.xlsx - Excel Setthawhut Saennam uima B - ] X

1479( 27 2019 N.A. : : E sk ar: ata\Mic f ir atfo

1480

1481| 2744 . 3 : re ; icrosoft\wi ) \Platform\4.18.19
1482

1483

1484 a.3 Device\Har 4 Window

1485 2748 .A. 30 \Device\Ha : indov

1486| 2749 b d

1487

1488

Windoy

Windoy
Device\Harddis V f i 4_microsoft- cingstack_31bf3856ad364e35_10.0.1
D \Harddi \ ] \ I

rstem32\SgrmBrok

019 N

Application Resource Usage
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Method 4: Disk timeline analysis

« Parsing MFT data to create a timeline.

* Atimeline will show what has happened after the binary file was
execute.
» Suspicious files were created or confidential files were accessed.

 Cautions:
« Time consuming
« High possibility of false positive

17
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Case Study

* We received a report about APT activities targeting a high-
level organization in Thailand.

* Incident confirmation

« Suspicious services were found on email and domain
servers.

« Domain controller administrator credentials were
compromised.

* Administrators received alerts about data exfiltration.

» The incident will be analyzed using Cyber Kill Chain and
ATT&CK frameworks.




Challenges

« Some machines were rebooted, memory analysis won't reveal
what happened in an early stage of the compromization.

* Windows event log did not record processes that were created
by users.

* The system did not have a SRUM database.
* Need to conduct a timeline analysis manually.
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Incident handling processes

» Threat report « Contain and gather the « System migration
* Incident indicator evidence * Vulnerability assessment
» Analyze logs (network and « Recommendations
endpoint)

» ldentify impact
« Eradication and recovery

*Based on NIST Incident Handling Framework (SP 800-61r2)
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf

20


https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf

Harvesting email addresses,
conference information, etc.

\ 7 ‘ Coupling exploit with backdoor
LOCkh eed ¥y into deliverable payload
. Delivering weaponized bundle to the
‘ : b e r KI I I victim via email, web, USB, etc.
y /'F\\

/B

Exploiting a vulnerability to execute
code on victim’s system

" COMMAND & CONTROL (C2)

Command channel for remote
manipulation of victim

!
" ACTIONS ON DBJECTIVES

With ‘Hands on Keyboard’ access,
intruders accomplish their original goals

https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html
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MITRE
ATT&CK
Framework

MITRE | ATTacK

Matrices  Tactics ¥  Techniqgues ~  Groups  Software  Resources ~  BlogZ  Contribute _

ATT&CK Matrix for Enterprise

https://attack.mitre.org/
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Mapping Cyber Kill Chain and ATT&CK

Pre-ATT&CK Enterprise ATT&CK

* Initial Access
*  Execution
* Persistence
*  Privilege Escalation
* Defense Evasion
* Credential Access
» Discovery
* Lateral Movement
* Collection
« Command and Control
«  ExXfiltration
* Impact
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TPPs of an attacking group on the MITRE’s website
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Our findings on the compromised machines
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Attack scenario summary

The attacker
compromised the
email server
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300

Using pre-installed

binaries/scripts to

execute malicious
commands

o))
‘©\~
[~

il

Dumping AD

passwords to

gain access to
domain controller

P
T~

Confidential files
were compressed
and encrypted

O

Legitimated VPN
software was
deployed to use as
a backdoor



Mitigations

1
Lo

Application Monitoring
blacklisting/whitelisting

Using Windows AppLocker Using System Monitor (Sysmon)
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Mitigations (con.)

{2] Event Properties - Event 1, 5

: WinBuild. 160101
Description: Wi mmand Processor
Product: Mic dows® Operating System

em32\rund

("WScript.Shell")
CurrentDirecto

Integrity 3
Hashes: 5 : AD2B5 2 \DEGEF2436ED4D!
SF7EBETSD CCB5 ) 1 5 CD50ACS,IMPHASH=062F50

Image taken from @SBousseaden https://twitter.com/SBousseaden/status/1154516675787657223
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