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About Me

I have worked at ETDA/ThaiCERT for >8 years

• Incident response

• Digital forensics

• Malware analysis

• Cyber threat intelligence

• Technical writer and public speaker

E-mail: setthawhut@etda.or.th
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What is Living off the Land (LOL)?

• A post-exploitation technique that abuses legitimate built-in 

executables to perform unexpected activities.

• The concept of "Living off the Land" (LOL) was introduced by 

Christopher Campbell and Matt Graeber at Derbycon 3.0 (2013)

• Focuses only on Microsoft signed files (preinstalled or downloadable)

• Benefits of using LOL:

• Evade detection

• Avoid writing to disk

• Bypass security mechanisms
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LOLBins & LOLBAS

• The term "LOLBins" was introduced by Oddvar Moe, presented 

in 2018.

• LOLBins = Living off the Land Binaries

• First they focuses only on LOL binaries but after that they found 

some scripts and libraries that would be useful too. 

• Now the project is called LOLBAS - Living Off The Land Binaries and 

Scripts (and also Libraries)

• Website: https://lolbas-project.github.io/
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LOLBins & LOLBAS (con.)
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Comparing LOL functions and MITRE ATT&CK

Function MITRE ATT&CK

Execute/AWL Bypass Signed binary proxy execution (T1218)

Signed script proxy execution (T1216)

Download/Copy Remote File Copy (T1105)

Encode Obfuscated Files or Information (T1027)

Decode Deobfuscate/Decode Files or Information (T1140)

Compile Trusted Developer Utilities (T1127)

Credentials Valid Accounts (T1078)

Dump Credential Dumping (T1003)

UAC bypass Bypass User Account Control (T1088)

Alternate data stream NTFS File Attributes (T1096)
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Example of LOLBAS attacks

• Using certutil.exe to encode/decode files 

• Using csc.exe to compile C# code

• Using forfile.exe to execute file 

• Using hh.exe to download or execute files 

• Using netsh.exe to capture packet 

• Using print.exe to remote copy file 
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Detecting LOL attacks

Analyze process execution logs to find 

anomaly activities (e.g. suspicious 

execution commands)

1. Running processes

2. Process execution event log

3. System resource usage monitor

4. Disk timeline analysis
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Method 1: Running Processes

• Conduct a memory dump and analyze process details.

• In case of a live triage/analysis, Windows Task Manager can 
shows Executable Path and Command Line.

• Use WMIC and tasklist to obtain processes information.

• Cautions:
• Memory analysis only show processes that are running after the latest 

system boot time.

• Difficult to track the timeline of process execution.
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Method 1: Running Processes (con.)
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Method 2: Process creation log

• Process creation will be stored in the Windows event log
• Windows 2000/XP/Server 2003 -> Event log ID 592

• Vista/Server 2008 -> Event log ID 4688
• Windows 8.1/Server 2012 R2 and newer will stored Process Command Line

• Cautions:
• Default configuration is logging only processes that started at boot 

time.

• To log every process that is created, "Audit Process Creation" must be 
enabled in the Group Policy.
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Method 2: Process creation log (con.)
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Method 3: SRUM

• Windows 8/Server 2010 have a feature named System 
Resource Usage Monitor (SRUM).

• It is logging a timeline for every system resource usage.

• The SRUM database is stored in %SYSTEM%\sru\srudb.dat

• A tool named “srum-dump” can parse the SRUM database to an Excel 
file.

• Caution:
• SRUM only logs process names and usage time but no information 

about Command Line or how it was executed.
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Method 3: SRUM (con.)
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Method 4: Disk timeline analysis

• Parsing MFT data to create a timeline.

• A timeline will show what has happened after the binary file was 
execute.

• Suspicious files were created or confidential files were accessed.

• Cautions:
• Time consuming

• High possibility of false positive
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Case Study

• We received a report about APT activities targeting a high-

level organization in Thailand.

• Incident confirmation

• Suspicious services were found on email and domain 

servers.

• Domain controller administrator credentials were 

compromised.

• Administrators received alerts about data exfiltration.

• The incident will be analyzed using Cyber Kill Chain and 

ATT&CK frameworks.
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Challenges

• Some machines were rebooted, memory analysis won't reveal 
what happened in an early stage of the compromization.

• Windows event log did not record processes that were created 
by users.

• The system did not have a SRUM database.

• Need to conduct a timeline analysis manually.
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Incident handling processes

Detection and Analysis
Containment, Eradication, 

and Recovery
Post-Incident Activity

*Based on NIST Incident Handling Framework (SP 800-61r2) 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf

• Threat report

• Incident indicator

• Contain and gather the 

evidence

• Analyze logs (network and 

endpoint)

• Identify impact

• Eradication and recovery

• System migration

• Vulnerability assessment

• Recommendations
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Lockheed 
Martin 

Cyber Kill 
Chain

https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html
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MITRE 
ATT&CK 

Framework

https://attack.mitre.org/

22

https://attack.mitre.org/


Mapping Cyber Kill Chain and ATT&CK

Reconnaissance Weaponization Delivery Exploitation Installation
Command & 

Control
Actions on 
Objectives

Enterprise ATT&CK

• Initial Access

• Execution

• Persistence

• Privilege Escalation

• Defense Evasion

• Credential Access

• Discovery

• Lateral Movement

• Collection

• Command and Control

• Exfiltration

• Impact

Pre-ATT&CK
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TPPs of an attacking group on the MITRE’s website
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Our findings on the compromised machines
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Attack scenario summary
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The attacker 

compromised the 

email server

Dumping AD 

passwords to 

gain access to 

domain controller

Confidential files 

were compressed 

and encrypted

Legitimated VPN 

software was 

deployed to use as 

a backdoor

Using pre-installed 

binaries/scripts to 

execute malicious 

commands



Mitigations
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Application 
blacklisting/whitelisting

Using Windows AppLocker

Monitoring

Using System Monitor (Sysmon)



Mitigations (con.)
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Q&A


